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A Risk-Based Approach To Section 404 
By Harvey L. Pitt, Compliance Week Columnist—June 27, 2006

In the movie “City Slickers,” three depressed friends leave their troubled urban lives behind to spend two 
weeks moving a herd of cattle across the plains, and perhaps, in the process, rediscovering what can give 
their lives more meaning. The trail boss, Curly (Jack Palance), tells mid-life crisis plagued Mitch (Billy 
Crystal), that the secret to happiness is a single extended index finger, or “One Thing.” Mitch asks Curly what 
that means, and Curly cryptically responds, “That’s what you’ve got to find out.” Mitch’s depressed funk only 
lifts when he finally understands Curly’s meaning—each of us has to focus on the things that are most 
important, rather than diffusing our focus. 

In an era of emphasis on internal controls imposed by Sarbanes-Oxley, many senior managers 
and directors must have felt like Mitch last June, when they read the SEC Staff Statement on 
Management’s Report on Internal Controls over Financial Reporting. The Commission’s staff 
properly urged that companies and auditors employ a “top-down, risk-based” approach to SOX 
404. However, while the Statement offered the philosophical predicates for such an approach, 
it didn’t provide workable examples of how such an approach should be implemented.  

Companies that turn to the Enterprise Risk Management Framework promulgated by the Committee of 
Sponsoring Organizations of the Treadway Commission will find it equally lacking; the COSO framework 
offers excellent detail regarding the contours of an enterprise-wide risk management system, but it doesn’t 
illustrate a top-down approach.  

Nor is there any pragmatic advice in the Public Company Accounting Oversight Board’s May 2005 list of 
“frequently asked questions,” which sets forth steps that auditors might take in performing a top-down 
approach to internal control audits.  

The upshot: One year later, companies are still in the dark about how to implement a top-down, risk-based 
approach intelligently.  

This confusion translates into squandered opportunities for companies to save considerable time, effort and 
expense in effecting SOX 404 compliance. While a top-down approach isn’t simple or capable of rapid 
implementation, it offers considerable advantages over the “bottom-up” approach most companies have 
been employing.  

A bottom-up approach treats every risk equally, and applies the same level of detailed examination to the 
processes required to control those risks. This results in the needless review of many areas containing little, 
if any, risk.  

Senior management’s and directors’ expertise in identifying and controlling risk can be gainfully employed 
to examine those significant risks that confront a company, including reputational risk. Using cost-benefit 
analysis, a top-down approach then examines procedures in place to control those risks. The result is a 
strategic risk analysis that fits the specific company—risks are analyzed according to their possible effect on 
the company, and the procedures used to control them are constructed to work within the company (instead 
of being imposed from an outside perspective).  

It’s almost always cheaper to implement a top-down approach, and more effective at controlling risks.  
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A Top-Down Approach At BMI  

As an illustration of a possible top-down approach, consider Better Mousetraps Inc. (BMI), a hypothetical 
mousetrap manufacturer with the following attributes:  

1. BMI’s mousetraps are made to order;  
2. Mousetraps are sold only for cash;  
3. BMI maintains no inventory;  
4. BMI has no product liability inasmuch as mice don’t have standing to sue;  
5. BMI spends 10 percent of its revenues on research and development;  
6. Two years ago, BMI purchased a competitor using bank debt with stringent covenants;  
7. BMI’s debt-to-equity ratio is now four-to-one; and  
8. Intangibles make up more than 50 percent of BMI’s assets.  

For BMI, a top-down risk analysis might involve five steps:  

1. Collect Useful Financial Data. One concern in approaching a top-down risk analysis is whether 
a company has sufficient financial detail—so it can see, for example, differences due to geography, 
tax effects and transfer pricing—but not so much data that the analysis becomes complex. Often, 
consolidating data prior to the statements presented in the financials is sufficient. BMI’s published 
financial statements are sufficient.  

2. Avoid Two-Dimensional Analyses. Far too often, companies tend to be rather parochial in their 
analysis, looking only inwardly. As with disclosure, companies need to compare themselves to their 
competitors, using key company metrics. In the case of BMI, those metrics might include:  

o Percentage of revenues represented by R&D; and  
o Five-year growth rates in revenues, net income, and R&D.  

The purpose of this three-dimensional review is to identify anomalies in a company’s numbers when 
compared to its core peer group of competitors. Good comparative financial analysis programs are available 
that link to supporting data. This allows users to reconcile the differences in classifications of items between 
companies. At BMI, for example, two observations might result from a competitive analysis: First, BMI’s 
ratio of R&D expense-to-revenue is low, running at 10 percent when the industry average is 20 percent; and 
second, its leverage ratio is high, with debt four times equity, when the industry average is one-to-one.  

3. Identify Risk. The next critical step is to trace through the company’s financial statements and 
identify the risks in various accounts, using the company’s expertise, knowledge and competitive 
analysis. A sound way through the process is usually to trace a product cycle from production to sale, 
to determine uncertainties that arise each step of the way. Examples of major concerns might be: 

o Existence and occurrence (i.e., do the items exist and have actions been properly recorded?);  
o Are entries complete records of firm activity?  
o Are attributed values appropriate?  
o What rights/obligations do the company’s activities incur?  
o What information/disclosures does the outside world emphasize? and  
o What information does the company present, and how is it disclosed?  

It’s important not to limit this process to traditional accounting procedures and controls. Many companies 
control risks through non-accounting methods, such as variance analyses of forecasts versus actual results, 
customer and supplier feedback, and internal surveys on ethics. And those softer factors should not be taken 
lightly: The control environment is the tone at the company, but it is also a foundation for all other 
components of internal control. At BMI, three areas of concern might be:  

o Intangible asset values;  
o Effects of bank loan covenant breaches; and  
o Controls over cash.  
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Each organization has its own specific risks, and there will be more of them than in our simple example. As 
important as it is to include all risks, it’s equally important not to obsess over them. In this context, the “Rule 
of 10” is useful: One person can only keep track of 10 things, at most—considerably less as we grow older—so 
the list should be kept short but relevant. Companies should wind up with between 10 and 25 items on their 
lists.  

4. Quantify Risk. After potential risks have been identified, they need to be ranked according to their 
potential impact. Each company should develop its own methodology, which can be as simple as 
ranking the exposures in quartiles from “high” to “never,” or as sophisticated as the process in the 
COSO risk assessment report. After identifying risks, the COSO report requires an assessment of 
probability and potential expense. This is a somewhat iterative exercise, because the probability of 
the event occurring depends upon the procedures in place to control the risk. Whichever method is 
used, the result should be a ranking of the risks from largest to smallest, with an ability to reclassify 
the results if additional exploration changes the ranking of a particular risk.  

Utilizing this approach, our sample company, BMI, can examine its intangible assets, which were created 
when it purchased its competitor’s technology. On an annual cycle, BMI’s management prepares projections 
that use discounted cash flow to verify the value of the investment. This is an obsolescence issue with major 
consequences. If a better mousetrap exists, nearly 50 percent of BMI’s assets could be worthless, with major 
implications for its stock price and bank covenants. In addition, BMI is only spending 10 percent of its 
revenues on R&D, while its competitors are spending 20 percent. BMI could be purchasing technology 
instead of inventing it. If competitors are actively working to improve the product, a 20 percent probability 
of inventing a better mousetrap might mean that 10 percent (or 20 percent of the 50 percent) of BMI’s assets 
are at risk, which would wipe out 50 percent of its net worth, based upon its 4-to-1 debt-to-equity ratio.  

5. Control Risk. Having ranked the risks according to their potential exposure, companies then need 
to address procedures instituted to control these risks. At this point, the process opens up to receive 
input from everyone, to understand why a process was created or how it works. The intent is to 
ensure that the procedures control the risks so they may be considered immaterial or, according to 
the SEC’s staff, not having more than “a remote likelihood of leading to a material misstatement in 
the financial statements.” This often involves creating “what-if” scenarios that attempt to game how 
individuals might willfully or inadvertently cause a potential risk to materialize. BMI might decide 
that the real risk to goodwill is technological obsolescence, and that it needs to spend more resources 
on research and development. In addition, BMI may decide that the threat to the value of goodwill is 
competition, and that competitive analysis is as important as present value analysis. These 
examinations often result in streamlined procedures that operate more efficiently and that are more 
effective at controlling risk.  

While this process isn’t simple, it offers considerable benefits not present in a bottom-up approach. It’s 
tailored to the specific company, and is the result of senior management’s or the board’s experience. Finally, 
it’s a strategic, focused effort, which is often cheaper and more effective to implement than a broad-based 
general examination.  

Tailoring The Approach To Your Company  

Obviously, BMI is an over-simplified example intended to provide a useful illustration. For companies that 
undertake a top-down, risk-based analysis, the following may help expedite the process:  

1. Don’t lose the trees for the forest. Taken as a whole, this process can be daunting—especially 
for a complex organization. Top-down risk methodology is only successful if it focuses on one thing 
at a time and makes appropriate simplifying assumptions. Obsessing over everything will cause 
important details to be lost in the noise.  

2. Use what you have before building something new. Accountants are required to be myopic—
they look only at accounting procedures and controls. But there are many non-accounting 
procedures that companies use to control risks. They can be surveys, letters from the CEO, variance 
analyses of projections versus results, or even a constantly updated to-do list. Examine what’s 
available, determine what’s effective, and—if it works—memorialize it.  



3. Don’t be afraid to question conventional wisdom. Although 99 percent of the issues likely to 
arise have already been covered, it doesn’t hurt to ask the odd question. For example, one question 
might ask how to prevent hackers from breaching the accounting system. Small random amounts 
added to receivables or payables could hobble a company as easily as worms that attack a computer 
server. With accounting data and software increasingly delivered and accessed over the Internet, the 
issue increases in relevance every day.  

4. Push the process down the organization. As the process travels down the organization, many 
of the simplifying assumptions that start at the top must be discarded. Incorrect assumptions can be 
quickly identified and the top-level approach adjusted. In addition, people who understand the 
process can provide valuable feedback.  

5. Update the process at least annually. The markets, a company’s business, and the world 
constantly change. This introduces new risks and opportunities which must be addressed.  

6. Share the results with the board, management and outside advisers. The process is 
strengthened by independent critiques—it becomes useless if it falls prey to “group-think” mentality. 
It’s at its best if everything is examined critically.  

7. Expect the Unexpected. It’s impossible to underestimate what people will do foolishly or for 
greed. No matter how crazy or difficult it may be to circumvent a procedure, history teaches that 
what actually happens is often something thought to have been impossible.  

8. Look for Help. Many companies specialize in risk assessment, and using them to help organize 
your process may help. It also provides validation of the process to your auditors.  

A well managed top-down risk analysis can save companies considerable time and effort in SOX 404 
compliance by eliminating needless work. Senior management and boards should be in the best position to 
identify the key areas of risk and the best procedures to control those risks. As Curly pointed out to Mitch in 
“City Slickers,” if we focus on what’s really important, these suggestions should assist in minimizing some of 
the depression surrounding coming to grips with corporate internal controls. And using a top-down 
approach should help executives engage in a company-specific analysis that controls risks in the most 
effective and cost-efficient manner.  

 

The column solely reflects the views of its author, and should not be regarded as legal advice. It is 
for general information and discussion only, and is not a full analysis of the matters presented.  
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